


Design Considerations for Effective Human Machine Interface Systems

units (RTUs) and sensors to log data,
update process status and send

alarms. The HMI software for a SCADA
system may actually “mimic” the real
manufacturing process in a diagram so
the operator can see the manufacturing
process and the effects of operator
actions on that process. Where once HMI
software was closely tied to the hardware
in the SCADA system, today there is
more opportunity to mix and match
components.

Transportation Industry

There are two distinct categories of
HMI Systems related to transportation:
operator controls and passenger
controls.

For operators of rail vehicles, buses,

and emergency vehicles, the key to an
effective HMI System is consistent and
predictable performance with time-proven
controls that are familiar to multiple
operators. As transportation systems
grow more complex, operator controls
should be easier to understand and use
in order to reduce the risk of human error.

Meeting industry best practices is
important in placement of components,
large surface area, legend size and color,
emergency stop switch configuration,
protection guards and shields, and other
ergonomic factors. The goal in designing
operator controls is to provide optimal
usability, efficiency, and safety.

Measures to assure safety and usability
include: flush-mounted switch controls,
rotary and linear actuators, and
indicators, as well as screw terminal or
PIT (push in terminals) to protect against
accidental operation. Sealed light-
emitting diode (LED) illumination offers
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An HMI System for a locomotive could include alarm and status signals from a variety of the

vehicle’s subsystems.

long life, bright illumination, and also saves
on power consumption. Additional lens
protection can be achieved with extended
or sealed rings and lens caps. Multiple
shapes, textures, and haptic response

are used to differentiate specific control
functions and provide a tactile indicator
without the need to look at the controls.
Also, Operator HMIs are designed to allow
for fast and complete test procedures
required prior to operation.

An HMI System for a locomotive, for
example, could include alarm and status
signals from a variety of the vehicle’s
subsystems, such as braking, propulsion,
positive train control, surveillance, HVAC,
and sander systems. The system should
be engineered to fit standard cab console
panel dimensions and opening, so that
retrofitting is easy. A typical locomotive
application could include four or five
modules in the forward-facing control
console and two or three in the head-end
power (HEP) or electric train supply (ETS)
console.

HMI Systems that offer reliable,
predictable, and ergonomic performance
are important on both the operator and
public-facing sides. ADA regulations

require that controls be accessible for
passengers with disabilities, utilizing the
overall simple functionality and ease-of-
use criteria applicable to all public access
applications.

Passenger applications often use audible
feedback such as voice/sound indicators
for door open and close functions. In a
stop-request application passengers can
alert the operator by pushing a button
when approaching a desired stop and
receive immediate confirmatory feedback
via a sound, or visually via LED illumination
on a control panel where LEDs illuminate
requested stops in the same way that
interior elevator panels illuminate selected
floors. Other passenger HMI controls
include override systems, emergency-call
equipment, prompted by audible, visual,
and hidden indicators and programmable
acoustic warning signals.

Controls must also be durable and as
tamper-resistant as possible. Durable
mechanical stops protect against
excessive force on both the operational
and passenger sides. Controls on vehicle
interiors must be able to withstand low-
pressure hose downs, and high-pressure
hosing on the outside.
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The confined space of passenger

car interiors are subject to stringent
regulations regarding the flammability of
combustible materials. At issue are the
burn rate and the resulting flammability,
toxicity, and smoke density. The Federal
Railway Administration (FRA) under the
DOT defines all safety standards for the
industry. Fire safety regulations for railroad
passenger equipment are specified under
49 CFR Ch.11 (10-1-04 238.103. This
document identifies testing methodology
and performance related parameters
required to maintain a safe operation
environment. It is the American National
Standards Institute (ANSI) that specifies
the detailed testing methodology and
performance criteria parameters. For
example, ASTM 162-02a covers testing
for the surface flammability of materials
(burn rate) and ASTM 662-03, testing for
the specific optical density of smoke, and
Bombardier SMP 800C, for testing for
toxic gas generation.

Semiconductor Production
Applications in semiconductor tend to
have many operator terminals. They
often consist of touchscreen displays
that are essentially flat-screen computers
of various sizes interfaced to production
machines. The environment is generally
extremely clean. Emergency stops

are always a discrete function in this
environment. The SEMI S2 Guidelines
identifies them as Emergency Machine
Off (EMO) stops, distinguished from
E-stop configurations used in other
industries. The primary difference is
SEMI’s requirement of a guard over the

switch, which allows operation with
the palm of the hand, in order to guard
against accidental shutdown and the
loss of work-in-process. Other specific
characteristics include some use of
tethered pendants with operations
brought to a tethered box—both

wired and wireless boxes allowing the
operator to move away from the main
control panel to perform tasks such as
setting parameters, for example. Most
other functions are similar to other
manufacturing environments.

EtherCAT has been specifically developed for the
semiconductor environment.

Communications use a range of
hardwired/bus control and wireless for
the tethered applications. A specific
version of Ethernet has been developed
for the semiconductor environment.
Called EtherCAT Industrial Ethernet, is in
use in a wide variety of semiconductor
and flat panel display manufacturing
operations. EtherCAT provides superior
performance, bandwidth, and topology
flexibility to cover the entire range

of communications requirements in
semiconductor manufacturing equipment
with a single technology: from process
control via control computer integration to
high-end motion control applications.
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Medical Equipment

The medical environment is quite

broad with applications that include
clinical, diagnostic, patient use, or

skilled operator use equipment such

as Magnetic Resonance Imaging (MRI).
Diagnostic equipment manufacturers
focus on patient-facing priorities
including ergonomics and reassurance.
Large diagnostic equipment like MR,
Computed Tomography (CT), or other
Diagnostic X-Ray machines, where the
patient is being scanned from a stationary
position, have both operator and patient
controls to stop the process in case of
patient discomfort. The operator is highly
skilled, and the control station is very
similar to a computer workstation. The
controlling interface keyboard is typically
comprised of a cursor control device and
short travel technology, which may be
located outside of the equipment suite.

Clinical equipment could be an infusion
or blood pump, or machine for dialysis
control. Cleanliness is a key priority,
incorporating antimicrobial surfaces with
the ability to be sterilized. Most functions
are in the hands of a skilled operator but
clinical equipment may be operated by a
skilled patient/user as well. Displays are
used to show key data, alarming, and
system status. Touchscreens may be
used but must be resistant to cleaning
solutions to limit the spread of infection.

Communications include CANbus,
wired, and Ethernet, but wireless
communication is difficult in this
environment. It is thought to be a little
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less reliable, susceptible to signal
interference, and may interfere with
other equipment due to unsafe radiated
emissions.

Public Access

Public use equipment — ATMSs, kiosks,
gas pumps and self-checkouts, etc. —

is one of the most difficult environments.
The controls must be rugged enough

to survive harsh use but also as simple
as possible. Operators are assumed

to be unskilled. Control panels use big
buttons and target areas, and display
menus should require a minimal learning
curve with quick input. Touchscreens
are widely used because they present a
quick graphical display and menu to walk
the user through the process. Intuitive
operation prevails. If the human factor

is poor or it is intimidating to use, the
product will not be successful — intuitive
operation is a feature of the marketing
strategy. If the application requires
considerable input, a touchscreen is not
optimal. A keyboard and sequenced
menus may be better alternative.

Public applications represent a security
risk, so they have to be sufficiently

ruggedized to withstand the environment.
ATMs are almost impenetrable.
[llumination and audio considerations

are also critical. An outdoor environment
might provide excessive ambient light
during the day and no light at night —
selecting a display that can work in both
sets of conditions is key. In the same
way, if audio cues are used, the impact of
ambient noise should be considered.

Security is an important factor in public
access applications.

An operator interface should provide the
ability to safeguard information. ATM
debit transactions require that personal
information be entered, resulting in a
higher level of security and standards.
Financial institutions must use high level
3DES encryption and not allow personal
data to be stored in local or remote
locations.
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PIN security requirements cover the

secure management, processing and

transmission of Personal Identification

Number (PIN) data during online and

offline payment card transactions at

ATMs, and attended and unattended

point-of-sale (POS) terminals.

Objectives include:

= PINs used in transactions are
processed using equipment and
methodologies that ensure that they
are kept secure;

= Cryptographic keys used for PIN
encryption/decryption and related
key management are created using
processes that ensure that it is
not possible to predict any key or
determine that certain keys are more
probable than others;

= Keys are conveyed or transmitted in a
secure manner;

= Key loading to hosts and PIN entry
devices is handled in a secure manner;

= Keys are used in a manner that
prevents or detects their unauthorized
usage;

= Keys are administered in a secure
manner;

= Equipment used to process PINs and
keys is managed in a secure manner.
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U.S. and Industry Standards by
Application

Manufacturing and Process Industries (shop

floor applications

International standards:

EU Current Machinery Directive, from Dec.
2009
http://www.conformance.co.uk/directives/
ce_new_machinery.phpMIL-STD-1472F,
addresses human engineering design
criteria for military systems, subsystems,
equipment, and facilities

IP (International Ingress Protection) codes
ISO 9001 and ISO 14001

CE Mark — Meets European Union (EU)
requirements and guidelines for safety,
health, or environmental requirements

CSA International — Canadian
Standards Association provides product
testing and certification

UL, C-UL - Underwriters Laboratories,
U.S./Canadian rating organization

VDE - Electrical, Electronic & Information
Technologies, a German testing organization

U.S. Federal:

ADA (Americans with Disabilities Act)
Standards for Accessible Design, 28 CFR
Part 36

http://www.ada.gov/stdspdf.ntm

NEMA (National Electrical Manufacturers
Association) similar to the international IP
standard, e.g., the NEMA 4 standard is
similar to IP 65

ANSI (American National Standards Institute)

Industry standards:

IEC Safety Integrity level (SIL)
http://www.iec.ch

Transportation Industry

ISO (International Standards
Organization): 9000, specifically for
railway

EN 5155 develops standards for
electronics on railway passenger vehicles

The Federal Railroad Administration
(FRA, under the U.S. Department of
Transportation) is responsible for defining
standards covering safety issues

ASTM (under ANSI) specifies testing
procedures in transportation; A range of
ASTM standards provide methodology
and performance specifications for
testing FRA regulations flammability
testing

49 CFR Appendix B to Part 238 — Test
Methods and Performance Criteria for
the Flammability and Smoke Emission
Characteristics of Materials Used in
Passenger Cars and Locomotive Cabs
http://cfr.viex.com/vid/238-
flammability-smoke-locomotive-cabs-
19946592##ixzz0n5YL4A8X
Americans with Disabilities Act (ADA)

American National Standards Institute
(ANSI)

|EEE

IRIS (International Railway Industry
Standard)

Rev. 02; ensures products meet globally
recognized quality levels
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Semiconductor Industry

Semiconductor Equipment and Materials
International http://www.semi.org/en/
index.htm

Safety Guidelines for Semiconductor
Manufacturing Equipment SEMI S2-93

Safety Guidelines for Ergonomics/Human
Factors Engineering

of Semiconductor Manufacturing
Equipment SEMI S8-95

Medical Industry
ISO Standards for medical devices — ICS

11.1100.20 and ICS 11.040.01 [5], [6]

Quality and risk management - ISO
13485 and ISO 14971

|IEC 60601-1 and IEC 62304 for medical
software

U.S. FDA 21 CFR Subchapter H -
Medical Devices [7]

Food, Drug, and Cosmetic Act — Section
510(k) — for pre-market notifications
Americans with Disabilities Act (ADA)
PCI 2.1 encryption standards
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