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Ethernet 
Ethernet is used as the basis for a higher 
level network. The difference between 
Ethernet and bus protocols of any kind, 
is Ethernet’s use of the TCP/IP protocol. 
TCP/IP allows Ethernet to connect to a 
LAN/WAN as well as the Internet. This 
can deliver physically larger networks with 
greater data carrying capacity than a bus 
architecture like CAN. Where real-time 
response through the network is critical, 
CAN provides a better choice. Where 
remote access is important, Ethernet wins.

There are now available Ethernet-based 
bus protocols such as PROFINet, Ethernet/
IP and Ethernet Powerlink that are hoping 
to capture some of the capabilities of bus 
protocols while keeping the advantages of 
TCP/IP. Open access technology is critical 
for acceptance of Ethernet-based protocols 
in many markets.

USB
In addition to the above-mentioned 
technologies, there are also connections 
between industrial networks and USB 
connections. USB hubs and ports can 
connect industrial wired and wireless 
system to this PC- based communication 
system. For hot swap of devices, and 
plug-and-play among PCs and a variety of 
peripherals. Using USB 2.0 hubs, typically 
housed in rugged enclosures, industrial USB 
communications support noise reduction 
for harsh environments, low power 
requirements, and good data speed at 480 
Mbits/second. However, USB was not really 
designed for industrial use — any single 
bus segment can’t exceed 5 m, and there’s 
no provision for signal isolation. USB 2.0 
finds its most common use in converters for 
serial-to-USB or Ethernet-to-USB.

The right bus for the application
HMI control panel assemblies have 
embedded interfaces that link them 
with the core system through serial 
communications connection, usually on the 
same transmission medium. The presence 
of multiple devices requires resources to 
regulate the exchange of data and ensure 
that it’s transferred and identified correctly 
— each device must be identifiable so that 
the source or the content of the data can 
be assigned appropriately. 

Assignments are made according to either: 
 The specific response of an individual 
device — which must have a unique 
address in order for the system to regulate 
contact with the bus.

 The content of the data. In this case, 
	 the data set supplies the identification. 

This issue illustrates the necessity of 
choosing the right bus for a specific 
application. The technical framework of 
bus-connected systems becomes more 
sophisticated than hard-wired systems in 
terms of controlling data flow. The more 
ways a system supports assignment, the 
greater the effort required to get the right 
configuration and, in the event of disruption, 

to identify the reasons for the failure. 
Software and on-board microcontrollers 
provides a versatile and efficient way to 
configure and control HMI subsystems, as 
well as encryption technology for PIN-
protected secure access and other high-
level data management capabilities.

Wireless connections/communications
Industrial applications have employed 
wireless technologies over the last 20 
years to take advantage of real-time data 
transmission, application mobility, and 
remote management capabilities. WWANs 
(wireless wide-area networks) utilize mobile 
communication networks such as cellular, 
UMTS, GPRS, CDMA2000, GSM, CDPD, 
Mobitex, HSDPA, 3G, and WiMax. These 
networks offer wide service coverage and 
are normally used for citywide, nationwide, 
or even global digital data exchange. 

In cellular communication, GSM (Global 
System for Mobile Communication) is 
the leader with over 80% market share, 
followed by CDMA (Code Division Multiple 
Access). The biggest issues regarding data 
exchange over a WWAN are the associated 
costs, bandwidth, and IP management. 
However, as technologies improve and 
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costs drop, WWAN is predicted to replace 
traditional microwave, RF (radio frequency), 
and satellite communication due to lower 
infrastructure costs.

Popular wireless communication 
technologies that are being applied to 
industrial applications are WiFi, Bluetooth, 
ZigBee, and UWB. All are based on IEEE 
802 standards: WiFi 802.11a/b/g; Bluetooth 
802.15.1; ZigBee 802.15.4; 
UWB 802.15.3.

WiFi
WiFi was developed for data-intensive 
communications — accessing the Internet, 
streaming video — typical web browser 
behavior. WiFi devices communicate via 
radio signals that must penetrate solid 
objects to reach other wireless network 
nodes. Transmitter power output and 
antenna type are important considerations. 
In an industrial environment, other 
machinery often produces a large amount 
of electrical noise. WiFi for industrial 
applications typically is more robust.

Bluetooth
Bluetooth is primarily a cable replacement 
for point-to-point connections, and 
is typically used more in consumer 
environments. Like WiFi, Bluetooth uses 
higher transmission power and requires 
higher battery power. Typically, batteries life 
can be measured in weeks. It is designed 
to connect short range, inexpensive 
devices and replace cable connection 
to computer peripherals like printers. 
Bluetooth is part of a group of technologies 

considered as a wireless personal network 
(WPAN). 

ZigBee
ZigBee is specified as a low-rate WPAN for 
supporting simple devices that consume 
minimal power and typically operate in 
the personal operating space (POS) of 
10 m. It is considered a viable solution for 
industrial applications with low rate, low 
power, and short range needs. ZigBee is 
popular for its low power requirements, 
network scalability, and reliability. It is 
often used to drive a diverse set of sensor 
network applications. ZigBee uses mesh 
networking. Networks can scale to 
hundreds and thousands of devices and all 
communicate using the best available path 
for reliable message delivery. If one path 
fails, a new one is automatically discovered 
without affecting system operation. This 
provides long-term reliability.

UWB
UWB is gaining attention as an indoor, 

short-range, high-speed wireless 
communication. With a bandwidth over 
110 Mbps, it can satisfy most multimedia 
applications such as audio and video 
delivery and can act as a wireless cable 
replacement of a high speed serial bus 
such as USB 2.0 and IEEE 1394. 

Summary
The effectiveness of the HMI System — 
and consequent enhanced productivity 
of the user — depends upon an exacting 
design process that incorporates all 
technical, ergonomic, and communication 
requirements. Connectivity technologies 
linking the HMI to the core application 
directly affects both operator and 
overall system performance. This key 
interconnection is critical to overall 
successful use of the system. Selecting the 
appropriate communications strategy from 
hard-wired, serial bus, wireless, and other 
options demands a careful evaluation of the 
application and, in most cases, a blend of 
available technologies.

Wireless communications can deliver real-time data transmission, application mobility, and 		
remote management capabilities.


